# Bce npuBeseHHble NpaBuia He NPeTeHAYHT Ha 6e3yC/I0BHYO NPaBUIbHOCTb U PEKOMEHAYIOTCSA K
NPMMEHEHUIO UCXOAA U3 PeaNbHON NPaKTUKM NOCTPOEHMA U 0BCNYKUBAHMA OTKA30yCTOMUMBbIX CETEN
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# Nepsoe yto HEOBEXOAMMO(!) caenatb Nnpy nepBom BXoAe Ha MUKPOTUK - CO34aTb YYETHYIO 3aNuCh B
System->Users, KoTopas B fasibHeliwem byaeT ncnonb3oBaTbes AN BXxoaa. [atb 3ToM y4eTHOW 3anucu
npasa Full 1 0TKa30yCTONYMBDIV NAPO/b, 3aUTU NOL HEWN U AEaKTUBMPOBATL UAW YAANUTb YUETHYIO
3anucb "admin”

# O6beamHAem NOPTbI MUKPOTKKA B bridge gna Mcnonb3oBaHMA UX B IOKANbHOM CETU, ECN 3TO
Heobxogmmo. ns npumepa obbegmHeHbl nopTol ether3, ether4 b ether5

/interface bridge port
add bridge=bridgel interface=ether3
add bridge=bridgel interface=ether4

add bridge=bridgel interface=ether5

# [lobasnsaem Interface List-bl 4na ganbHenwero ucnosb3oBaHus B Firewall-e

/interface list
add name=wan

add name=lan




# [lanee Heob6xo4MMO BPYYHYHO 006aBUTb HYKHble MHTepdeichl B 3T address-list-bl

# [lna npumepa cuMTaem, Yto ecTb 2 KaHana uHTepHeTa B etherl u ether2. NopTsl ether3, etherd u
ether5 o6beanHeHsbl B bridge

/interface list member
add interface=ether1 list=wan
add interface=ether2 list=wan

add interface=bridgel list=Ilan

# [lobaBnAem perynapHoe BblpaxeHne Ana 0TAaBANBaHUA TOPPEHTOB, ec/in Heobxoanmo. Boobule He
oba3aTenbHbIN War

/ip firewall layer7-protocol
add name=torrent regexp=""(\\x13bittorrent protocol|azver\\x01\$ | get /scrape\\\
\?info_hash=get /announce\\\?info_hash=|get /client/bitcomet/| GET /data\\\

\?fid=) | d1:ad2:id20:|\\x08'7P\\)[RP]"

# Ha ocHoBe paHee gobaBneHHbIx Interface List-oB pa3speluaem BO3MOXKHOCTb OOHapYXKeHMA MUKPOTHKA
B8 Winbox To/bKO U3 10KanbHOM ceTn

/ip neighbor discovery-settings

set discover-interface-list=lan

# MNepexoaum B KaTanor HacTpoliku Firewall-a ana nobasneHna npasun

/ip firewall filter

# Hactpoiika PortkKnocking, ecnm Heob6xoammo. KoHKpeTHble MOPTbl M NPOTOKO/1bl YKa3aHbl A15 npumepa
N MOTYT 6bITb U3MEHEHbI MPU HEOHXO0AMMOCTH/ KeNnaHmm

add action=add-src-to-address-list address-list=accept address-list-timeout=15m chain=input dst-
port=5555 protocol=tcp src-address-list=knock4

add action=add-src-to-address-list address-list=knock4 address-list-timeout=3s chain=input dst-
port=4444 protocol=udp src-address-list=knock3

add action=add-src-to-address-list address-list=knock3 address-list-timeout=3s chain=input dst-
port=3333 protocol=udp src-address-list=knock2

add action=add-src-to-address-list address-list=knock2 address-list-timeout=3s chain=input dst-
port=2222 protocol=tcp src-address-list=knock1

add action=drop chain=input src-address-list=knock1




add action=add-src-to-address-list address-list=knock1 address-list-timeout=3s chain=input dst-
port=1111 protocol=udp

# HacTpoiika Port Scan Detect gns 3almnTbl OT CKAHEPOB MNOPTOB C UHTEPHETA

add action=add-src-to-address-list address-list=drop address-list-timeout=1d chain=input
comment="psd droplist" in-interface-list=wan protocol=tcp psd=21,3s,3,1

# Hactpolika 3awmTbl oT aTak Tuna SYN-Flood (DoS ataka) c MHTepHeTa

add action=add-src-to-address-list address-list=drop address-list-timeout=1d chain=input
comment=synflood connection-limit=100,32 connection-nat-state=!dstnat connection-state=new in-
interface-list=wan protocol=tcp tcp-flags=syn

# HacTpoiika 3awmTbl OoT aTak TMna Ping-Flood

add action=add-src-to-address-list address-list=drop address-list-timeout=1d chain=input
comment=pingflood dst-address-type=broadcast icmp-options=0:0-255 in-interface-list=wan
protocol=icmp

# Bnokupyem naketbl TMNa "Invalid" (korga nonyyaem oTBET Ha 3aMpPOC, KOTOPbLIM He genanu) ana input
n forward Tpadpuka

add action=drop chain=input comment=Invalids connection-state=invalid

add action=drop chain=forward connection-state=invalid

# Paspewaem NTP nakeTbl 4149 CUHXPOHM3ALUU BPEMEHHN

add action=accept chain=input port=123 protocol=udp

add action=accept chain=forward port=123 protocol=udp

# [lobasnaem npasuao ana popmmnpoBaHusa cnucka IP aapecos xocToB Ha KOTopbix DNS cepsepom
yKa3aH He MMKPOTUK, a KaKol-1nbo pecypc B UHTEPHETE

add action=add-src-to-address-list address-list=dns_fwd address-list-timeout=none-dynamic
chain=forward comment=dns_fwd connection-state=new dst-port=53 in-interface-list=lan out-interface-
list=wan protocol=udp src-address-list=!dns_fwd

# Paspewaem DNS 3anpocbl B UHTEPHET C XOCTOB

# MpumeyaHuve: npesaBapuUTeNbHO Heobxognumo Ao6asuTb IP agpeca nonb3oBaTesen, KOToPbIM
pa3pelleHo XxoauTb B UHTepHeT B address-list "inet"

add action=accept chain=forward comment=inet dst-port=53 in-interface-list=lan out-interface-list=wan
protocol=udp src-address-list="inet"




# Paspewaem DNS 3anpocbl K MMKPOTUKY C XOCTOB

add action=accept chain=input dst-port=53 in-interface-list=lan protocol=udp src-address-list="inet"

# Paspelwaem TpaduK B MHTepHeT ana IP agpecos n3 address-list "inet"

add action=accept chain=forward in-interface-list=lan out-interface-list=wan src-address-list="inet"

# Paspelwaem noptbl ana MNputoka. B gaHHomM npumepe noptbl 40000(udp), 40001 (udp),
50000(tcp),50001(udp)

add action=accept chain=forward comment=portfwd connection-nat-state=dstnat dst-
port=40000,40001 protocol=udp

add action=accept chain=forward connection-nat-state=dstnat dst-port=50000,50001 protocol=tcp

# Paspelwaem ynpasaeHne MMKPOTMKOM Yepes winbox no IP agpecy 3 MHTepHeTa A/1A Tex, KTo
nponucaH B address-list "accept”, nnm Tex, k1o "noctyyancs" yepes PortKnocking

add action=accept chain=input comment=winbox dst-port=8291 in-interface-list=wan protocol=tcp src-
address-list=accept

# Paspeluaem ynpaBaeHne MUKPOTMKOM Yepes winbox no IP agpecy us nokanbHoM cetu

add action=accept chain=input dst-port=8291 in-interface-list=lan protocol=tcp

# Paspelwaem ynpasaeHme MUKPOTMKOM Yyepe3 winbox no MAC aapecy 13 10KanbHOM CeTH

add action=accept chain=input dst-port=20561 in-interface-list=lan protocol=udp

# Paspewaem Discowery nakeTbl 418 oTobparkeHna MUKPOTMKa B cnmcke Neighbors B winbox

add action=accept chain=input dst-port=5678 in-interface-list=lan protocol=udp

# Paspeluaem npotokon ICMP (ytunuta ping)

add action=accept chain=input comment=ping protocol=icmp

add action=accept chain=forward in-interface-list=lan protocol=icmp

# [lobaBnaem IP agpeca XocTOB Ha KOTOpbIX 3anyckaetca Torrent KnmeHT B address-list "torr_usr"

add action=add-src-to-address-list address-list=torr_usr address-list-timeout=none-dynamic
chain=forward in-interface-list=lan layer7-protocol=torrent protocol=udp




# Pa3peLuaeM YCTaHOBJ/IEHHbIE U 3aBUCMMbIE COeaNHEHUA

add action=accept chain=input comment=est/rel connection-state=established,related

add action=accept chain=forward connection-state=established,related

# Bnokupyem Becb TpadUK He NOAXOAALLMIA HX NOA OAHO pa3peLLatolLee NpPasuIo

add action=drop chain=input

add action=drop chain=forward

# MepexoAnM B KaTanor HaCTPOMKM MapKMPOBOK AJ/1A UCMONb30BaHMA ABYX ONepaTopos CBA3U

# (!!1) NpumevaHme: laHHaa cxema paboTaeT TONbKO eCnuM ecTb XoTA Bbl 0AMH MapLIPYT No
ymonuaHuio(!11)

/ip firewall mangle

# JobaBnsaem MapKMPOBKY COeAMHEHMA U MapLUpyTa A1 nposaigepa 1

add action=mark-connection chain=prerouting comment=inetl connection-mark=no-mark in-
interface=etherl new-connection-mark=con-etherl passthrough=yes

add action=mark-routing chain=prerouting connection-mark=con-etherl in-interface-list=!wan new-
routing-mark=inetl_route passthrough=yes

add action=mark-routing chain=output connection-mark=con-etherl new-routing-mark=inet1_route
passthrough=yes

# [lobaBaseM MapKMPOBKY COEAMHEHMNA U MapLIpyTa 414 npoBaiaepa 2

add action=mark-connection chain=prerouting comment=inet2 connection-mark=no-mark in-
interface=ether2 new-connection-mark=con-ether2 passthrough=yes

add action=mark-routing chain=prerouting connection-mark=con-ether2 in-interface-list=!wan new-
routing-mark=inet2_route passthrough=yes

add action=mark-routing chain=output connection-mark=con-ether2 new-routing-mark=inet2_route
passthrough=yes

# Co3gaem MapLupyTbl Ans paHee NoMeYeHHbIX ABYX NpoBanaepos

# MPUMEYAHMUE: Echm B KauecTBe KaHana UCNob3yeTcsa TyHHenb (Hanpumep, PPPOE), To B KayecTse
Lt03a yKa3bliBaeTca He IP agpec, a uHTepoeiic TyHens

/ip route




add distance=1 gateway=XXX.XXX.XXX.XXX routing-mark=inetl_route #Ige XXX.XXX.XXX.XXX - wnto3
npoeangepa 1

add distance=1 gateway=YYY.YYY.YYY.YYY routing-mark=inet2_route #lae YYY.YYY.YYY.YYY - wnio3
nposaiaepa 2

# JobaBnsem MappyTbl MO YMOYaHWIO Ana paboTbl METOK

add distance=1 gateway=XXX.XXX.XXX.XXX

add distance=2 gateway=YYY.YYY.YYY.YYY

# MNepexogum B KaTanor HacTponku NAT-a ana gobasneHuns npasua npobpoca NnopTos

/ip firewall nat

# Jenaem npasuao AnA AOCTyNa B UHTEpHeT

add action=masquerade chain=srcnat out-interface-list=wan

# Npo6poc noptos 40000(udp) n 40001(udp) Ha aapec 192.168.88.111

add action=dst-nat chain=dstnat dst-port=40000,50000 in-interface-list=wan protocol=udp to-
addresses=192.168.88.111

# Npobpoc noptos 50000(tcp) n 50001 (tcp) Ha aapec 192.168.88.111

add action=dst-nat chain=dstnat dst-port=50000,50001 in-interface-list=wan protocol=tcp to-
addresses=192.168.88.111

# Nepexogum B KaTanor RAW ana 610KkMpoBaHMA MycopHOro TpadmKa ¢ MHTEPHETA Ha 3Tane
prerouting-a

/ip firewall raw

# BNOKMPYEM HEHYXKHble NOPTbl M3 MHTEPHETa

add action=drop chain=prerouting dst-port=137,138 protocol=udp

add action=drop chain=prerouting dst-port=21,22,23,53,67,68,137,138 in-interface-list=wan
protocol=udp

add action=drop chain=prerouting dst-port=21,22,23,53,67,68,137,138 in-interface-list=wan
protocol=tcp

add action=drop chain=prerouting in-interface-list=wan src-address-list=drop

add action=drop chain=prerouting in-interface-list=wan protocol=igmp




# Y6bupaem Bce NPOTOKO/bl YyNPaBAEHUA MUKPOTUKOM, Kpome Winbox (no HeobxoamMmocTu. Hy»KHo
UMETb B BUAY, YTO €C/IN HEOOXOAMMO OCTaBUTb KAaKOM-INOO KaHan CBS3U, TO HYXKHO COOTBETCTBYIOLLMM
obpasom HacTpouTs firewall)

/ip service

set telnet disabled=yes

set ftp disabled=yes

set www disabled=yes port=81
set ssh disabled=yes

set api disabled=yes

set winbox port=8291

set api-ssl disabled=yes

# HacTtpolika NTP KiMeHTa 418 CUHXPOHU3AUMU BPEMEHM Ha MUKPOTUKE C UHTEPHETOM

/system ntp client

set enabled=yes primary-ntp=85.21.78.91 secondary-ntp=109.195.19.73

# Mpwu ncnonbsoBaHmm LTE CBUCTKOB B Ka4ecTBe Pe3epPBHOrO KaHa/a AaHHbI NapameTp NOMOXKeT
YAYULWKNTb COCTOAHNE COeAMHEHUA

/system routerboard settings

set init-delay=5s

# OTKNKOYaeM HEMCNOb3yeMble MHCTPYMEHTbI, UM AeNaeM UX SOCTYMNHbIMU TO/IbKO U3 SIOKa/IbHOM
ceTun. ITo fenaertca AN TOro, YTobbl n3bexkaTb BO3AENCTBMA HA POYTEP Yepes 3TU MHCTPYMEHTbI U3
MHTEpHeTa.

/tool bandwidth-server

set enabled=no

/tool mac-server

set allowed-interface-list=lan
/tool mac-server mac-winbox
set allowed-interface-list=lan
/tool mac-server ping

set enabled=no




